ITAMATKA
JUIA OBYYAIOUIHXCA Ob HH®OPMALIHOHHOH BE30ITACHOCTH
HEJIb351! .
1. Beem noapsia cooduuarh CBOKO HacTHYIO uHpopMaLMIO (HACTOSLLHE UMS, (bamunuio, TenedoH,
anpec, a Takke (ororpaduu CBOH, CBOEH CeMbH 1 Apy3e#).
2. OTKpbIBaTh BIOXKEHHbIE (aiibl 3JIeKTPOHHON MOYTBI, KOr/ia He 3Haelub OTMPaBHTEIIA.
3. T'pyOuTb, NPUANPATCA, OKa3bIBATh 1aBIEHHE — BECTH cels HEBEXKIIMBO M arpecCHBHO.
4. He pacropsbkaiicsi J€HbraMu TBOEH CEMbH Ge3 paspelleHHsi CTapLIMX —BCErla cnpaiiBan
poauTenen. 7
5. He Bcrpeuaiics ¢ MHTEpHET-3HAKOMBIMH B peanbHOW JKU3HH — NnocoBeTyicsa cO B3pOCIbIM,
KOTOPOMY J0BEpsielib.
OCTOPOXHO!
1. He Bce nuuyT npasay. Ynraews o cebe Henpasay B WurepHere — coolluu 06 3TOM CBOUM
POAMTEISM WJIH OTEKyHaM.
2. [lpuriaiuatoT neperuepBaThes, Hrparb, 0OMEHHBaTbCA - IPOBEPb, HET JIM MOJ1BOXA.
3. HesakoHHOe KorupoBanue (aiios B FiHTepHeTe — BOPOBCTBO.
4. Vicnionb3yil HacTpoiKHM Ge30MacHOCTH W MpUBATHOCTH, yTOObI HE MOTEPSTh CBOW aKKAYHTBI B
COLICETSX M JIPYruX rnoprajiax.
MOXHO!
1. VBaxkait Apyrux nosb3opareneii.
2. [Monb3yewbcest MHTEPHET-UCTOUHHKOM — J1es1ail CChUTKY Ha Hero.
3. OTKpbIBai TOJIBKO TE CChUIKH, B KOTOPbIX YBEPEH.
4.061aThCs 32 MOMOLLBIO B3POC/IbIM — POIHTESM, ONEKyHaM 1 aAMHHHUCTPALIMH CanToB.
5. TIpoiinu oGydenue Ha caiite «CeTeBHUOK» 1 MOMyHH nacnopr LMpoBOro rpaxaaH1Ha!
Jlannan — ungpopmayus.  noozomoeienda  na . 0cHose Memoouyeckux — peKomeHoayuil,
noozomoenennvix  Bpemennoii  komuccueii Cosema Dedepayuu no  pascumMuio uHpOpMayuoHHo20
obwecmea o pazmeuyenu na unGopmayuonibix cmendax, oQuYUanbHLIX uHmMepHem-caiumax u opyaux
wnpopmayuonnblx - pecypeax  00ujeotpazocame.biiblx opeanuzayuii U Op2aos, OCYUeCmeIAIouUx
ynpasnenue 6 cghepe 00pazosanus, ungpopmayuu 0 0Ge30nacHomM nogeoeHu U UCnONL30GaHUU cemu
«Hnumepnemny.
Huopmayus o 6esonaciom noseoenuu
u ucnonvzoeanuu cemu «Mnmepnemy
C KakabIM TOJOM MOMOAEKH B WHTEPHETE CTAaHOBMTCA GOsiblie, a CTYACHTR — OLHM M3
caMBIX aKTHBHBIX Mosib3oBareneit Pynera. Mexy TeM, TOMHMO OrPOMHOTO KOJIHECTBA BO3MOJKHOCTEH,
MHTEpHET HeceT 1 npobiembl. JTa undopMalIns 10/KHA TOMOUb Tebe 6e30MacHO HaXOAUThCS B CETH.

KommbioTepHble BUPYChI

KOMMBIOTEpHBIH BHPYC — 3TO Pa3HOBHIHOCTb KOMIBIOTEPHBIX [IpOrpaMM, OT/IMYHTEIBHON
0COGEHHOCTBIO KOTOPOH ABJSETCS CMNOCOOHOCTh K PasMHOXKCHHIO. B /10MOJIHEHWH K 3TOMY, BHUPYCbI
MOTYT MOBPEANTb MM MONHOCTHIO YHHUTOXKHTD BCC (paiibl ¥ AaHHbIE, MOAKOHTPOIBHBIE MOIB30BATENO,
OT MMeHH KOTOpOro Gblia 3aryliieHa 3apaxenHas nporpamMma, a TaioKe MOBPENTD WK J1a7Ke YHHUYTOKHTD
OMepaLMoOHHYI0 CHCTEMY CO BCEMH daitnamu B uenom. B GonbIIMHCTBE Ciydacs pacnpoCcTpaHsAIOTCs
BUPYChI Yepe3 MHTEPHET.

Menoost 3auqumst 0N 6pEOOHOCHBIX NPOZPAMM:

1. Ucnonb3yit coBpeMeHHbIe ONEPaLHOHHBIC CHCTEMbI, HMCIOLIHE cepbe3HbIi ypOBEHb 3alLUTEI
OT BPEeOHOCHBIX MPOrpamMm;



2. TIlocrosHHO ycraHaBmuBaii matun (UUQpOBBIE 3amjaTKd, KOTOpPbIE aBTOMAaTHYECKU
YCTaHABIMBAIOTCA C LENBI0 A0pabOTKM MpOrpaMMbl) M JpyrHe OOHOBIICHHS CBOEH OMEpaliMOHHOM
cucrembl. CKauMBail UX TONBKO C OpHUIMAIBHOrO calita paspaborunka OC. Ecnu cymiecTByeT pexum
ABTOMAaTHYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMITBIOTEpE MOJ MpaBaMH MOJIb30BATENs, a HE aAMUHHCTpATOpa. JTO HE
MO3BOJIUT OONBIIMHCTBY BPEAOHOCHBIX IPOTPaMM HHCTAJUIMPOBATbCS Ha TBOEM IE€PCOHAJIHHOM
KOMIIBIOTEPE;

4.Mcnonb3yil aHTUBHpPYCHBIE MPOrpaMMHBIE TIPOAYKTHl HW3BECTHBIX IMPOWU3BOIUTENCH, C
ABTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanuyb GU3MUECKUN JOCTYI K KOMITBIOTEPY AJISl IOCTOPOHHUX JIUIL;

6. Hcmonp3yil BHEUIHWE HOCHUTENH HH(MOPMANWHU, TaKHE Kak QIielika, TUCK Wi ¢ain u3
WHTEpHETA, TONBKO U3 MPOBEPEHHBIX NCTOYHHKOB;

7. He oTKpbIBaii KOMIBIOTEPHBIE (hailIbl, MOMYYCHHbIE M3 HEHAJISKHBIX UCTOYHHMKOB. Jlaxke Te
(aiiel, KOTOPBIE MPHUCITAI TBOW 3HAKOMBIH. Jydllle yTOUHHU Y HEro, OTIIPABIISUI JIM OH TeOe UX.

Cern WI-FI

Wi-Fi— aTo He BH/ Mepenayun AaHHBIX, HE TEXHOJIOTHS, a BCEro JIKIIb Oper, Mapka. Eme B 1991
Tojly HUJEpIaH/CKas KoMraHus 3apeructpupoBana opena "WECA", uro o003Ha4ano ClIoBOCOYETaHUE
"Wireless Fidelity", koTopslii mepeBomuTCs Kak "OecrpoBoIHAs TOYHOCTB".

Jlo Hamero BpemeHH Aonnia Apyras aOOpeBHaTypa, KOTopas SBJISETCS TaKOil e TeXHOJIOTHEH.
310 abOpeuarypa "Wi-Fi". Takoe Ha3BaHue ObLJIO JIAHO ¢ HAMEKOM Ha CTaHJAPT BHICHICH 3BYKOBOW
texauku Hi-Fi, 4To B mepeBojie o3Hadaer "BHICOKasi TOYHOCTH .

Ha, OecruiaTHBIM WHTEPHET-TOCTYI B Kade, OTEISIX M adporopTrax SBISETCS OTIMYHON
BO3MOYKHOCTBIO BBIXOJ1a B MHTEpHET. HO MHOTHE 3KCIIEpThl CYMTAIOT, uTO obmenoctymnubie Wi-Fi cetn He
ABIISAIOTCS O€30TIACHBIMHU.

Coeemut no 6esonacnocmu padomol 6 oouedocmynusix cemax Wi-Fi:

1. He nepenaBaii cBoro JnuHyro HHGOpMaIuioo depe3 odmenocryndsie Wi-Fi ceru. Paboras B
HUX, JKEJIaTeIbHO HE BBOAUTH IapOJIM JOCTYIIA, JIOTUHBI ¥ KaKUE-TO HOMEpa;

2. Hcnonme3yii W OOHOBISAH aHTUBHPYCHBIC NpOrpaMMbl W OpaHmMayep. TemM caMbIM ThbI
oOe3oracuis ceds 0T 3aKaduKH BUPYca Ha TBOE YCTPOMCTRO;

3. IIpu ucnonb3oBanuu Wi-Fi otkmoun dysakiuio "OOmmi qoctyn K Qaiiam 1 npuHTepam'.
JaHHas (QYHKIMS 3aKpbpiTa IO YMOJTYaHHUIO, OJHAKO HEKOTOpPbIE IOJIb30BATEIM AKTUBUPYIOT €€ UL
yno0CTBa HCITONIB30BaHMS B paboTe niu y4uede;

4. He ucnons3yt myOmmansid WI-FI mns mepenaun mudHBIX JaHHBIX, HAIIPUMEp, JUTSI BHIXOAA B
COLIMAJIBHBIE CETU WU B 3JIEKTPOHHYIO I10UTY;

5. Ucnonw3yii Tonmpko 3amumniernoe coennaenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope Be6-
anpeca BBoau UMeHHO «https://»;

6. B mobunsHOM Tenmedone otkimroun ¢yHknuio "llogxmrouenne k Wi-Fi aBromarnuecku". He
JOITyCKai aBTOMaTHYECKOT'0 MOJKITIOYEHNs yCTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

ConuaneHble CETH

CounanpHble CeTHM AKTUBHO BXOIST B HAIly >KW3Hb, MHOTHE JIIOAW PabOTAOT M XKHUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUIIIMApA YEIOBEK, YTO SIBJISETCS OIHOM CelIbMON Bcex
XKuUTeNell TnaHeTel. MHOrMe MoJb30BaTeNM HE MOHMMAIOT, YTO HMHQOpMAIMs, pa3MelleHHas MU B
COLIMANIBHBIX CETSIX, MOXKET ObITh HalIeHA W MCIIOIb30BAHA KEM YTOIHO, B TOM YHCJE HE 0053aTENbHO C
OnmaruMu HaMepeHHSIMH.

OcnosHble cogempl no 6€30RACHOCIU 6 COUYUATIBHBIX CEMAX:

1. Orpanuub CIUCOK Jpy3eid. Y TeOsl B Apy3biX HE JOJDKHO OBITh CIy4alHBIX M HE3HAKOMBIX
JTIOJICH;

2. 3ammiiail cBOIO 4YacTHYIO H3Hb. He ykasbiBail mapomnu, TenedoHBI, agpeca, IaTy TBOETrO
POXIEHHA M JAPYIYI0O JMYHYI0 HHpOpManuio. 3JIOYMBIIUIEHHHKA MOTYT HCIOIb30BaTh Jake
WH(POPMAITUIO O TOM, KaK Thl U TBOM POJAMTENH INIAHUPYETE IPOBECTH KAHUKYJIBI;

3. 3ammmai cBOIO pemyTalMio - JEP)KM €e B YMCTOTE M 3a7aBail ceOe BOmpoc: XoTes Obl TH,
yroOBl Jpyrue TOJNb30BaTelNM BHIEIH, UYTO Thl 3arpyxaems? llomymaii, mpexzne uYem 4TO-TO
onyOJINKOBATh, HAMTUCATD U 3aIPy3UTh;

4. Ecnu Tl TOBOPUIIB C JIFOABMH, KOTOPBIX HE 3HAelllb, HE MCIOJIB3YH CBOE pealbHOE UMS H
JpYTYI0 JIMYHYIO HH(OpMALMU: UMs1, MECTO KUTENbCTBA, MECTO YueObl U IIpoUee;

5. N36eraii pasmemienus ororpaduit B VHTepHeTe, re Thl M300pa)keH Ha MECTHOCTH, IO
KOTOPOH MOYHO OIPENEIUTh TBOE MECTOIOI0KEHUE;



6. Ilpm perucrpanuy B COLMAJIBHOW CETH HEOOXOJMMO HCIIONB30BaTh CIOXHBIE MapoJiu,
cocTosimue u3 OykB U U(QpP U C KOINYECTBOM 3HAKOB HE MeHee §;

7. Jns coumanbHON CETH, MOYTHI U APYTUX CAaTOB HEOOXOJMMO HMCIOIB30BaTh pa3HbIE MMapoJiu.
Torna ecnu TeOst B3IOMAIOT, TO 37I0YMBIIUIEHHUKH [TOJYYaT AOCTYI TOJIBKO K OTHOMY MECTY, a He BO BCe
cpasy.

DNEKTPOHHEIE IEHBIU

ONeKTpOHHBIE JCHBI'M — OTO O4YEHb YAOOHBIA CIIOCOO TUIATEXKEH, OIHAKO CYIIECTBYIOT
MOIICHHHUKH, KOTOPBIC XOTAT MOJYUUTh 9TU ACHBI'U.

9JI€KTpOHHLIe JCHBI'M TIOABUJINCH COBCEM HCAABHO W HMMEHHO MH3-3a 3TOI'0O BO MHOI'mX
rocyJIapcTBax /10 CUX MOp He MPOIUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM (YHKIMOHHPYIOT W O HHX yX€ NMPONKCAHO B 3aKOHE, TJE UX Pa3lelsioT Ha
HECKOJIbKO BHUJ0OB - aHOHMMHBIC 1 HC aHOHUMHBIC. Pa3HI/IHa B TOM, YTO aHOHHUMHBIC — 3TO T€, B KOTOPLIX
paspemiaercss MPOBOAWUTH omepanuu 0e3 HIACHTU(QHUKALWK TONb30BaTeNs, a B HEAHOHUMHBIX
UICHTU(UKALINS TIOJIH30BATENS SIBJISIETCS 00S3aTEIbHOM.

Taxoke cienyeT pa3nuyaTh JIEKTPOHHBIC (pUaTHBIE JeHBI'H (paBHBI TOCYAapCTBEHHBIM BaIFOTaM)
W DIIEKTPOHHbBIE HeHAaTHBIC IEHBIU (HE PAaBHBI TOCYAPCTBEHHBIM BATIOTAM).

OcHognvle cosembul no 6e30nACHOI padome ¢ I1eKMPOHHBIMU OeHb2AMU:

1. TpuBsxku K cuery MOOWIBHBIA TenedoH. DTO caMblii yJaOOHBIH W OBICTPBIA CIOCOO
BOCCTaHOBHUTH JIOCTYI K cueTy. [IpuBs3annbii TenedoH MOMOXKET, €Ciu 3a0ylerh CBOM IUIATSKHBINA
Mapoib WK 3aiJIelIh Ha CAUT C HE3HAKOMOI'0 YCTPOICTBA;

2. Ucnionb3y#t omHOpa3oBbie mapoiu. Ilocie nepexona Ha yCHIICHHYIO aBTOPH3AITHIO TeOe yKe He
OyZer yrpoXXaTh OMMAaCHOCTh KPaXkH WIIH MEepeXBaTa MIaTe)KHOTO Mapois;

3. Beibepu cioxHbiid maponb. [IpecTynHukam OygeT He MPOCTO yrajaTh CIOXHBINA Mapoib.
Hanexusie mapoiu — 3T0 mapoiu, KOTOpbIe CoAep aT He MeHee § 3HAKOB M BKITIOYAIOT B ce0s CTpOYHBIE
W mpornucHble OyKBBl, IH(PBI W HECKOIBKO CHMBOJIOB, TakWe KakK 3HaK jgoiuiapa, ¢yHTa,
BOCKJIMIIATENbHBIN 3HaK 1 T.11. Hampumep, $tROng;

4. He BBOIM CBOM NMYHBIE JaHHBIE HA CATaX, KOTOPHIM HE JOBEPSCIIIb.

DJeKTPOHHAsI IT0YTa

OJNeKTpoHHAs TMoYTa — 3TO TEXHOJOTHS W TPENOCTaBISieMbIE €0 YCIYrH IO TEPechUTKEe M
MIOTyYEHHIO DJIEKTPOHHBIX COOOIIEHH, KOTOPBIE PACIpENeisifoTcs B KOMIBIOTEpHOUW ceTH. OObIYHO
JJIEKTPOHHBIM TMOYTOBBIA SAIIUK BBINIAIUT CIEAYIOMAM O0pa3oM: WM TOIh30BATE(@WHMS_TOMEHA.
Taroke KpoMe Tepeiadud IPOoCTOro TEKCTa, UMEETCSl BO3MOXKHOCTD TepeiaBaTh (hanibl.

OcHoenbvle cogembl no 6e30nACHOIL padome ¢ I/1eKMPOHHOI ROYMOIL:

1. Hago BBIOpaTh NIpaBMIIBHBINA ITOYTOBBEINM CepBHUC. B WHTEpHETE €CTh OrPOMHEINM BBIOOP
OecIUIaTHBIX TIOYTOBBIX CEPBHCOB, OMHAKO Jy4llle AOBEPATH TEM, KOTrO 3HAellb, W KTO TEpPBHIA B
peNTHHTE;

2. He yxkaspBaii B JMYHON ToYTe NWUHYI HHPopManutoo. Hampumep, mydme BbIOpaTh
"My3bIKanbHBIA_(aHaT@" mm "pok2013" Bmecto "Temal3";

3. Ucnonb3yid OBYXATAlHYK aBTOPU3ALMIO. DTO KOIrZAa MOMHUMO Mapojisi HY>KHO BBOAUTH KO/,
npuckUIaeMsblid mo SMS;

4. Beibepu CIOXKHBINA Maponib. i1 Ka)KA0ro MOYTOBOTO SIIIUKA JOJDKEH OBITh CBOM Ha/ICKHBIH,
YCTOMYUBBIN K B3JIOMY [1apOJib;

5. Ecnu ecTh BO3MOXHOCTh HamucaTb CaMOMY CBOM JIMYHBIM BOIPOC, MCIONB3YH 3Ty
BO3MOXKHOCTB;

6. VMcnonb3yil HECKOBKO MOYTOBBIX SIMKOB. 1IepBbIN 17151 YaCTHOM MEPENUCKU € agpecaTaMu,
KOTOPBIM THI JIOBEPSIEITh. JTO AIEKTPOHHBIA aJIpec He HAJI0 UCIOIh30BATh MPH PErUCTPaNiy Ha opymax
M calTax;

7. He otkpsiBaii ¢aiinel U Jpyrue BIOKEHUS B MUChMaX, Ja)Xe eCId OHH IPHILUIA OT TBOHX
npy3eit. Jlydire yrouHu y HUX, OTIPABIISIIN JI OHU TeOe 3TH (aiiibr,

8. Ilociie okoHUaHUs pabOTHI Ha MOYTOBOM CEPBHUCE MMEpPEl 3aKPHITHEM BKIAIKH C CAWTOM HE
3a0yp HaXkaTh Ha "BerdTa".

KubepOymHT uiti BUPTyaIbHOE U3/I€BATEIIECTBO

KubepOymmmHr— mpecienoBaHue COOOLICHUSMH, COAEPKAIIUMH OCKOpPOJIEHHUS, arpeccuio,
3alyTUBAaHKE; XYJIUTaHCTBO; COUUATFHOE OOMKOTUPOBAHHE C TOMOLIBIO PA3INIHBIX HHTEPHET-CEPBUCOB.

Ocnoenbvie cosenmul no 60pvode ¢ KubepoOyIIUHZOM:



1. He Opocatics B Ooii. Jlyummii crioco0: MOCOBETOBAThCS Kak ceOsl BECTU M, €CITU HET TOro, K
KOMY MOXKHO OOpaTHTBHCS, TO BHayalle YCIOKOUTHCSA. Ecin ThI HauHelmlb OTBEYaTh OCKOPOJICHUSMH Ha
OCKOpOJICHHS, TO TOIBKO ellle 0OoJIbIIe Pa3odoKellb KOH(IHNKT;

2. Yrpasisiii cBoel KubeppemnyTanuei;

3. AHOHUMHOCTH B ceTH MHUMasl. CyIIecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crouT BecTH XyJIHTaHCKHHA 00pa3 BUPTYalbHOH *u3HU. VIHTEpHET (UKCHpYyeT BCe TBOU
JICHCTBHS U COXpPAHSCT UX. Y JAIMTh UX OyIeT KpaiiHe 3aTPYAHUTEIBHO;

5. Cobmtoaaii CBOIO BUPTYaIIbHYIO YECTh CMOJIONY;

6.Urnopupyii enuHuuHbli HeraTB. OIHOpa30BbIE OCKOPOHWTENBHBIC COOOIICHUS JydIle
urHopupoBatb. OOBIYHO arpeccHsl MpeKpalaeTcss Ha Ha4yalbHOW CTaINU;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOILCHUSIMH, B COI[MAIBHBIX CETSIX
€CTh BO3MOXKHOCTH OJIOKMPOBKH OTITPABKH COOOIICHHH C ONPEAEICHHBIX aIPECOB;

8. Ecnu ThI cBuzerens kubepOyiummHra. TBOM AEHCTBHUS: BBICTYNUTH MPOTUB IMPECIEAOBATENS,
MOoKa3aTh €My, YTO €ro JeWCTBUS OIEHMBAIOTCS HEraTUBHO, TMOAJEpXKAaTh JKEPTBY, KOTOPOW HyXHa
MICUXOJIOrNYecKasi TOMOIIb, COOOIIUTH B3POCIIBIM O (DaKTe arpecCCHBHOIO TIOBE/ICHHS B CETH.

MoOunbHbI# TenedoH

CoBpemenHble cMapT(OHBI M TUTAHIIETH COZIEPKAT B cebe BIIOJHE B3pOCIHbIA (YHKIMOHAM, U
Tenepb OHM MOT'YT KOHKYPHPOBATh CO CTallMOHAPHBIMH KOMIIbIOTepamMu. OHAKO, CPEACTB 3aIlUTHI IS
MOJJOOHBIX YCTPOWCTB MOKa OYEHb Majo. TecTUpoBaHKe U TIOMCK YSI3BUMOCTEW B HUX MPOUCXOJUT HE TaK
HMHTEHCHUBHO, Kak st [1K, To jxe camoe Kacaercsi i MOOMJIbHBIX TPUIIOKEHHUH.

CoBpeMeHHBIe MOOWITBHBIE Opay3ephl YK€ NMPaKTHYECKH JOTHAIM HACTOJNBHBIC aHAJIOTH, OTHAKO
pacmpenre QpyHKIIMOHATA BIIEYET 3a COO0M OONBITYIO CII0KHOCTh U MEHBIIYIO 3aIUIIEHHOCTD.

Janeko He Bce NPOM3BOIMTENN BBITYCKAIOT OOHOBIIEHHWS, 3aKPBIBAIOIINE KPHUTHYECKHE
YSI3BUMOCTH I CBOMX YCTPOMCTB.

OcHoenvle cogembl 011 6e30nACHOCHU MOOUNLHO20 menedona:

Hugero we sBmsiercss mo-HacTtosmieMy OecrutaTHBIM. byap ocTopokeH, Bedp Koraa Tebe
npeanaratoT OecIuIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IJIaTHBIC YCIYTH;

Hymaii, npexnae yem otmnpaBuTh SMS, ¢oro win Bumeo. Thl TOYHO 3HACIIb, I'I€ OHH OyIyT B
KOHEYHOM HTOTE;

Heo6x0a1Mo 0OHOBJISTH ONEPAlHOHHYIO CUCTEMY TBOEro cMapT(hOHa;

Hcnonk3yii aHTUBHPYCHBIE TPOTPAMMBI JIJIsl MOOMIILHBIX TENEQOHOB;

He 3arpyxkaii mnpuiokeHuss OT HEHM3BECTHOTO WCTOYHHMKA, BEIb OHH MOTYT COAEpKaTh
BPEIOHOCHOE TIPOTPaMMHOE 00ECTIeYeHHE;

[Tocne Toro xaxk THI BRIWENIH C CaiiTa, T/ie BBOAWI JTUYHYIO HH()OPMANHIO, 32l B HACTPOUKH
Opaysepa u yaanu cookies;

[leproanuecku mpoBepsiii, Kakue IIIATHBIE YCIYTH aKTHBUPOBAaHEI HA TBOEM HOMEPE;

HaBait cBoil HOMep MOOWIBHOrO TenedoHa TONBKO IFOMSIM, KOTOPBIX THI 3HAElb M KOMY
JIOBEPSIEIIIb;

Bluetooth momxen OBITH BBIKIIOYWEH, KOrZa THI UM HE MoONb3yembcs. He 3a0wkBail mHOTHA
MIPOBEPATH ATO.

Online urpst

CoBpeMeHHBIE OHJIAWH-UTPHI - 3TO KPAaCOYHBIE, 3aXBaTHIBAIOIINE Pa3BICUCHHUs], OObEIMHSIIONINE
COTHH THICSY YENIOBEK IO BCeMy MHPY. MTrpokn HCClIenyroT JaHHBI UM MHUP, OOIIAIOTCS APYT C APYTOM,
BBITIONHSIOT 3aJaHUs, CPAXAOTCI C MOHCTPAMH W TONYYarOT OMNBIT. 3a YAOBOJIHCTBHE OHH ILIATST:
MTOKYTIAIOT JMCK, OTUIAYMBAIOT a00OHEMEHT WJIH MPUOOPETAOT KaKHUe-TO OIIUH.

Bce 3t cpenctBa muyT Ha monepiKaHWE M Pa3BUTHE WTPHI, a TaKKe Ha caMy Oe30IacHOCTH:
COBEpILIEHCTBYIOTCS CHCTEMBI aBTOPH3AIUM, BBITYCKAIOTCS HOBBIE MaT4d (MU(POBBIE 3aIJaTKU IS
MIPOrpaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B monoOHBIX Urpax CTOMT omacaTtbcs HE CTOIBKO CBOWX COIEPHUKOB, CKOJBKO KPaKH TBOETO
Maposisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPH3AINUY OOJBIIIMHCTBA UTP.

OcHogHnble cogembl HO DE30NACHOCHU MB0E20 UZPOBO20 AKKAYHMA.

1. Ecnu mpyroii urpok BezmeT cedsl III0X0 MM CO3AaeT Tebe HENpUSTHOCTH, 3a0JIOKUPYH ero B
CIIMCKE UTPOKOB;

2. Ioxanyiics aIMHUHUCTpAaTOpaM WIpbl Ha IJIOXO€ IOBEIEHHE OTOr0 WIPOKa, KEIaTedbHO
MPHIOKUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUAE CKPUHOB;

3. He ykasbiBaii 1nuHyto nH(OpManuio B npodaiisie urpsl;



4. YBaxail Ipyrux y4acTHHUKOB IO UTPE;

5. He ycranaBnuBaii HeohUIIHaIbHBIE TATYM U MOJIBI;

6. Mcnionb3yii CIOXKHBIE U pa3HbIE MAPOIIH;

7. axe BO BpeMsl UTPbI HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loka Thl UTpaelib, TBOW KOMIIBIOTEP
MOT'YT 3apa3uTh.

OUIHMHT WK KpaXka JTHYHBIX JaHHBIX

OOBIYHON Kpakel JIeHer W JOKYMEHTOB CEroJHsl yXe¢ HUKOrO HE YAWBHIIb, HO C pPa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JOYMBIIIJIEHHUKH MEePeMECTHINCh B WHTEPHET, M MPOJODKAIOT 3aHHUMAThCS
"MFI0OUMBIM" 1E€TIOM.

Tax mosiBUIIack HOBas yrpo3a: HHTEPHET-MOIICHHHYECTBA UM (DUILMHT, TJIaBHAs [elb KOTOPOro
COCTOMT B TIONyYeHHH KOH(HICHIMAIBHBIX JaHHBIX IONb30BaTeled — JIOTMHOB W maposeid. Ha
aHTIMKCKOM si3bIKe phishing unTaercs kak ¢ummnr (0T fishing - peiGHast 0BIIs, password - mapos).

OcHoenble cosemul no 60pvoe c huuiunzom:

1. Cnenu 3a cBoMM akkayHTOM. Ecni THI mojo3peBaciiib, YTO TBOS aHKETa ObLIa B3JIOMaHa, TO
HEOOXO0IMMO 3a0JI0KMPOBATH €€ M COOOIUTH aIMUHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOpee;

2. Ucnionp3yii 6e30macHbie BeO-CaliThl, B TOM YHCIIE, HHTEPHET-Mara3nHoB U TOUCKOBBIX CUCTEM;

3. Hcnonp3yli CIIOKHBIE W pa3Hble Napoyid. TakuM o0pa3oM, eciad Teds B3JIOMArOT, TO
37I0YMBINUIEHHUKH MOJTY4YaT JIOCTYI TOJNBKO K OJIHOMY TBOEMY MPOQHITIO B CETH, a HE KO BCEM;

4. Eciu Tebsi B3JIOManH, TO HEOOXOAMMO MPENyNpeuTh BCEX CBOMX 3HAKOMBIX, KOTOpPBIE
no0aBlieHBl y TeOSI B JpPY3biX, O TOM, 4TO TeOs B3JIOMaaud M, BO3MOXKHO, OT TBOETO MMEHH Oymer
pacchuUiaThes CaM M CChUIKH Ha (PUIIMHTOBBIE CAHTHI;

5. YcranoBu HagexHbI napons (PIN) Ha MoOunbHBIH TenedoH;

6. OTKIIIOUN cOXpaHEHHE mapoiis B Opayzepe;

7. He oTkpsIBail ¢aitnbl M Apyrue BIOKEHUS B MHCbMaX, JaKe €CIM OHU TPHUILIA OT TBOUX
npyseit. Jlydine yTouH! y HUX, OTIIPABJISUTA JIM OHU TeOe ATH (halIbL.

udposas pemyrarus

Hudposast pemyTanus — 3TO HeraTWBHAas WJIM TO3UTHUBHAs WH(poOpMamus B ceTH o Tebe.
Kommnpomernpytomas nHpopMaIus, pa3MelieHHass B HHTEPHETE, MOXKET Cephe3HBIM 00pa3oM OTpa3uThCs
Ha TBOeW peanpHOW xu3HU. "lludpoBas pemyranus"' — 3TO TBOH HMHK, KOTOPBIA (HOpMHpYyETCS M3
nHpOpMAaITUH 0 TeOe B HHTEPHETE.

TBoe MecCTO XUTENbCTBA, y4eObl, TBOe (PMHAHCOBOE TOJIOKEHHE, OCOOCHHOCTH Xapakrepa H
pacckasbl 0 OJM3KHX — BCE 3TO HAKATUIMBACTCS B CETH.

MHorue MoJoJble JTFOAW JIETKOMBICIIEHHO OTHOCATCS K IMYONWKalW{ JIMYHOM WHGOpMAIH B
WnTepHere, He TMOHMMas BO3MOXKHBIX TOCHENCTBUI. THI Jake HE CMOXEMIb IOTragaTbCs O TOM, YTO
(dhotorpadus, pazMemieHHas 5 €T Ha3a/d, CTajla IPUIMHONW 0TKa3a MPUHSATH Te0st Ha padoTy.

Kommenrtapuu, pazmenienne TBoux (ororpaduit u qpyrue IeiCTBUS MOTYT HE HCUE3HYTH JaXKke
rocjie TOro, Kak Thl UX yIalWIib. vl HE 3HAelb, KTO COXPAaHWI 3Ty WH(GOpPMAIUIO, TIOlaja JIi OHA B
MTOMCKOBBIE CHUCTEMBI M COXPaHWJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Tebe OKpY)KAIoIIue IO,
KOTOpBIe HAUAYT U YBUAAT 3T0. HaliTn nH(bOopMAaIiio MHOTO JIET CITyCTsI CMOXKET JIF000H — KakK U3 JOOPBIX
MOOYKISHHIA, TaK ¥ C HAMEPEHHEM IPUYUHUTH BPel. ITO MOXKET OBITH KTO YTOMHO.

OcHoenbvle cogembl no 3aujume yuppoeoil penymayuu:

1. Ilogymaii, mpexe yeM 4To-TO ITyOTMKOBATh U MepeaaBaTh y ce0sl B OJI0re Wit B COITHANbHON
ceru;

2. B Hacrpoiikax mpo¢uias YCTaHOBH OrpaHHMYEHHUS Ha IMPOCMOTP TBOEro Mpoduis U €ro
COZIEP>KUMOTr0, CAENail ero ToIbKO "mist apy3en';

3. He pasMemaii u He ykas3piBali WH(GOpPMAINIO, KOTOpas MOXKET KOro-mubo OCKOpOISTh HIIN
00MKaTh.

ABTOpPCKOE MPaBo

TepmMuH  "WHTEIUIEKTyallbHAss COOCTBEHHOCTh' OTHOCHTCA K  PAa3IMYHBIM  TBOPEHUSM
YeJIOBEUECKOr0 yMa, HauWHAs C HOBBIX M300pPETEHHWU W 3HAKOB, 0003HAYAKOIIUX COOCTBEHHOCTh Ha
MPOAYKTHI M YCIYTH, W 3aKaH4yWBash KHUTaMH, ¢ororpadusmu, KHHOPWIEMAaMH W MY3BIKaJIbHBIMU
MIPOU3BEICHHUSIMH.

ABTOpCKHE MpaBa — 3TO IpaBa Ha WHTEIUIEKTYaIbHYIO COOCTBEHHOCTh Ha MPOM3BENCHHUS HAYKH,
JUTEpaTypbl W HWCKYCCTBAa. ABTOpPCKHME IIpaBa BBICTYNAIOT B KauecTBE TapaHTHH TOro, 4YTO
WHTEIJICKTYaIbHBIA/TBOPUECKUI TPyA aBTOpa He OyAeT HampacHBIM, JacT €My CIIpaBeJIMBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ylbTaTax CBOErO TPy[Ja, MONYyYUTb M3BECTHOCTb M mMpu3HaHue. Hukro
0e3 paspelleHUs] aBTOpa HE MOXKET BOCHPOM3BOAWUTEL €r0 MPOHM3BEINEHHE, PACIHPOCTPAHATH, IMYOIHMYHO



JEMOHCTPUPOBaTh, MpoJaBaTh, HMMIIOPTUPOBATh, IIyCKaTh B TMPOKAT, IYOJUYHO HCIOIHSATH,
MOKa3bIBaTh/UCIIONHATE B 3pupe uiu pazmemnats B iHTEpHETE.

Hcnonws3oBanue "mUpaTcKOro” MporpaMMHOTO 0OSCIICUCHUS MOXKET IPUBECTH K MHOTHM PUCKAM:
OT TIOTEPU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKM TBOETO YCTPOKMCTBA, TJE YCTaHOBJICHA
HelerayibHas mporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYIOT JICTQJIbHBIE M OecIIaTHBIC
MIPOrpaMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.

O noprane

CereBYOK.pd — TBOM TIJIABHBIA COBETYHK B CETH. 37IeCh Thl MOXEIIb Yy3HATh O
0C30IaCHOCTH B CETH MOHSATHBIM U JOCTYIHBIM SI3IKOM, @ IPH BO3HUKHOBCHUM KPUTHYECKOH CUTYyaIlMu
00paTUThCS 3a COBETOM. A TaKKe MPHHITH YYacTHE B KOHKypCax M CTaTh CaMbIM IH(POBBIM
TPaKIAaHUHOM.

Hannas  ungopmayus  noocomosenena  Ha  ocHoge — Memoouueckux — pexomenHoayu,
noocomosenennvix Bpemennoti xomuccueni Cogema @Dedepayuu no pazgumuio UHGOPMAYUOHHO2O
obuecmea o pameujeHuu Ha UHGOPMAYUOHHBIX CMEHOAX, OPUYUATLHBIX UHMEPHEeM-CAUmax u Opyeux
UHPOPMAYUOHHBIX pecypcax 00ueoopa306amenbHblX Opeanu3ayuil. U OpeaHo8, OCYWeCmBIAIOWUX
ynpasnenue 8 cghepe 0b6pazosanus, uHgopmayuu 0 0E30RACHOM HOBeOeHUU U UCHONL30BAHUU Cemu
«UHMEpHem ».



